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AMENDMENT 

Mail Stop RGB 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Sir: 

In response to the final Office Action dated May 31, 2006, the time for responding 

having 

The Listing of Claims will replace all prior versions and listings of claims in the 
present patent applic ation : 
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LISTING OF CLAIMS 

Please amend the claims as follows: 

1, (Currently Ajnended) apparatus operable to produce a 
secure identifier, the apparatus comprising: 

a processor; 

a clock coupled to the processor coiifiguralle to generate a time element; 
a memory element eoupted to tbe processor eonfigunible to store a private key and 
public key information; 

at least one actuator coupled to the processor; 

a signature generator coupled to the processor operable to generate a digital signature, 
the digital signature being a function of the private key and the time element; and 

an emitter coupled to the signal signature generator operable to emit the secure 
identifier, the secure identifier comprising the digital signature, time element* and public key 
information. 

2, (Original) The apparatus set forth in Claim I . the signature generator further 
comprising: 

a random number generator coupled to the processor to encrypt the digital signature, 

3; (Original) The apparatus set forth in Claim I, wherein the time element 
comprises a predetermined number of least significant bits of the time, 

4. (Original) The apparatus set forth further coiiiprising an input 

element coupled to the processor, the input element capable of receiviiig a personal 
identification number (PIH). 

Sv (Original) The apparatus set forth in Claim L further comprising an input 
element coupled to the processor, the input element capable of receiving a challenge. 

6, (Original) The apparatus set forth in Claim 1, further comprising a display 
coupled to the processor, the di splay capable of displaying key idjenti fi ers. 
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7, (Original) apparatus sat ferth iii Qaiffi 1, wherein the secure i^enti^r 
emitted is emitted as an audio tone. 

8, (Original) The apparatus set forth in Claim I, wherein the secure identifier 
emitted is emitted as an optical signal. 

9, (Original) The apparatus set forth in Claim h wherein the actuator is a push- 
button switch. 

10, (Original) The apparatus set forth In Claim 1, wherein the actuator is a voice 
activated switch. 

1 1 , (Original) The apparatus set forth in Claim 1 ? wherein the public key 
information i s a public key identi fier. 

12, (Original) The apparatus set forth in Claim 11, wherein the pubic key 
identifier is derived from the public key infiNmation. 

13, (Original) The apparatus set forth in Claim 1, wherein the public key 
mfottnation is the public key, 

14, (Original) The apparatus set forth in Claim 1, wherein the digital signature is 
encrypted using a personal identification munber (PIN), 

15, (Original) A method of authenticating, comprising: 
generating a time element; 

identifying a key identi Her; 
generating a digital signature; 

generating a secure identifier m a function of the time element, the key identifier, the 
digital signature: and 

emitting the secure identifier. 

16, (Original) The method set forth in Claim 15, further comprising identifying a 
POM, and wherein generating a digital signature is forther a function of the PIN, 
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1:7.. (Original) The method set forth m Claim IS, wherein the secure M^nlifief 
emitted Is emitted as m audible torie. 

IS* (Original) The method set forth; in Claim 15, wherein the secure identifier 
emitted is emitted as an optical signal . 

19. (Original) The metho d set forth in Glaim 1 5> wherei it the digital signature is 
derived from a private key. 

20. (Original) An a uthentieati on receiver* comprising: 

a receiver eo^ the secure identifier comprising: 

a digital signature, the digital signature comprising information derived fe>m a 
private key* 

a public key identifier; and 

a time identifier; and 

a verifier eon fignrable to verify the secure identi ft er, the veiifier comprising: 

memory comprising information eorcespondmg to the public key information 
received and tltne tolerance inioiiriatipri; 

a key retriever coop led to the memory and configurable to retrieve a public: key 
corresponding to the pufcl ic key xdentilter; and 

a time ycrifier coupled to the memory and configurable to verify that the 
received time identifier fells within acceptable time tolerances, 

2L (Origirca1| The apparatus set forth in Claim 20* the seciti^ identifier further 
comprises a MN r and wherein the receiver is configurable to decrypt the digital 
signature using the PIN. 

22, (Original) The apparatus set forth in Claim 20, wherein the k^y retriever 
compares the public key identifier received to public key information stored in 
memory. 
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23. (Original) The apparatus set iorth in (3Mm 2G V wherein the time tolerance 
information comprises information regarding clock drift, 

24. (Original) The apparatus set forth ib Claim 20, wherein the secure identifier is 
emitted as an audib le tone. 

25, (Original) Tte apparatus set to : ;Claim/^ s .- wherein the secure identifier is 
emitted as an optical signal. 

26. (Ori gi nal) A method of authenticating* comprising ;. 

receiving a secure identifier, the secure identifier comprising a digital signature^ a key 
identifier, and a time identifier; and 

verifying the secure identifier, verifying comprising: 

verifying that the public key identifier received corresponds to known 
information regarding the public key identifier received; and 

verifying the time identifier such that the time identifier received is within 
predetermined time tolerances, 

27, (Original) The method set forth in Claim 26, the digital signature further 
comprises a PlH, and v^here receiving further comprises decrypting at least a portion 
of the digi tal signature using the PIN. 

28, (Original) The method set forth in Clahti 26, wherein the secure identifier 
received is receiyed as an audible tone. 

29v (Original) The method set forth in EMih 26 3 wherein the secure identifier 
received is received as an optical signal. 

30-43 (Cancelled) 

44. (Previously Presented) Apparatus for authenticating^ comprising: 
means for generating a time element; 
means for identifying a key identifier; 
means for generating a digital signature; 
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means for generating a secure idenrifter as a funetion of the tinie element, the key 
identi fier, the digit al sign ature^ and 

means for emitting the secure identifier, 

45. fPreMously Presented) The apparatus set forth in Claim 44 5 further 
comprising means for iderMiying a ?IN 3 and wher^ digital 
signature is further PIN, 

40. (Previously Presented) The ^pparates set forth in Claim 44, wliereirt the 
secure identifier emitted is em 

■47.. (Previously P^sente<i) The apparatus set forth in Claim 44 s wherein the 
secure identifier emitted is emitted as an optical signal, 

48. (Previously Presented) The apparatus set forth in Claim 44 ? wherein the 
digital signature is derived from a private key, 

49-54 (Cancelled) 

55 . (Currently Amended) Apparatus for authenticating* comprising: 
means for receiving a secure identifier, the secure tcientife comprising a digital 
signal are, a key idenf ifl er, and Jt time identifier; and 

means for verifying tlie secure identifier^ veri%4ng comprising: 

means for verifying that the public key identifier received corresponds to 
known infonnatidB regarding the public key identifier received^ and 

means for verifying the time identifier such that the time identifier received is 
within predetermined time tolerances. 

56. (Previously Presented) The apparatus set forth in Claim 55 v the digital 
signature furiher comprises a PIN, and where means for receiving 
decrypting the digital signature using the PIN. 
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57, (Previously Presented) The apparatus set forth in Claim 55, wherein the 
secure identifier received is received as an audifele icme< 

58, (Previously Presented) The apparatus set forth in Claim 55, wherein the 
secure identifier reeeiyed is received m an optical signal. 
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REMARKS 

Claims 1-29, 44^4g^ in the present application. 

In the previous amendment filed on March 7, 2096* claims 30-43 and 49-54 were 
canceled without ..prejudice.:: 

In the above amendments,, claims I and 55 have been am ended to coirecl for minor 
in jfomiaMties , Therefore, after entry of the above amendments, claims 1-2% 44-48, arid 55-58 
will be pending in this applicatiam Applicants believe that the present application is no w m 
condition for alio w ance, which prompt and favorable action is respectfully requested in vi ew 
of the foregoing amendments and the following remarks. 

Claim Rejections - 35 U,S.C. § 102 

Claims 1-2, 4- 1 % and 44-48 are rej eeted under 35 U S C, 102(e) as being anticipated 
hy Telle, (hereinate 

With reference to independent claims i , 15, and 44, it is respectfully submitted that 
Tello does not teach nor suggest certain claimed features i 

In particular, Tello does not teach nor suggest the claimed features of ^the digital 
signature bein g a function of the private key and the time element nor "the secure identifier 
comprising the digital signature, ti me element , and public key information" (emphasis added) 
as claimed in independent claim 1 , 

Likewise, Telle does not teach nor suggest the claimed features of ^generating a 
secure identifier as a function of the time element , the key identifier, the digital signature- 
(emphasis added) as claimed in independent claim 1 5 nor the claimed features of "means for 
generating a secure identifier as a function of the time element, the key identifier, the digital 
signature 5 * (emphasis added) as claimed in independent olairn 44. 

In those portions of Tello relied upon by the examiner in the Eina! Office Action, it is 
respectMly submitted tha the use of a "time element** as 
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identified a^^ of independent claims I , I S , and 44. To be 

sure. Tello does teach a clock 152 (e,g r> see col. line 66 and Fig. 2) and a timer (eoh 7, line 
61), However, Tello does ndt teach nor suggest 

or timer in the maimer claimed in each of independent claims I , 15, and 44, Therefore, it is 
respectfully requested that the examiner withdraw the 1 02 rej eotions of these claims. 

Dependent claims 2-14, 1 6-19, 45-48 are allowahle at least for the reasons giyen 
above in view of their dependent respecti ve parent claims; 

M addition, with respect fo dependeiit claim 7 (and similariy claimed in dependent 
claims 17 and 46) ? it is respectfully submitted that T not teach or suggest the 

ad dilional claimed features of "wherein the secure identifier emitted is emitted as an audio 
tone ? ? (emphasis added). 

In addition, with respect to dependent claims % 1 §, and 47, it is respectfully submitted 
that Tell o does not teach or suggest the addition al claimed features of * *wherem the secure 
identifier emitted is emitted as an optical signal^ (emphasis added); 

In those pottidiis <>f TJdlof^lied upon by the exammer in the Final Office Action, 
Tello does not teach nor suggest emitting a secure identi fier as either an audi o tone or an 
optical signal, as CKplicitly required by the respective dependent claims. 

Claim Rejections - 35 U,S.C.| 103 

Claims 3, 20-29, 55-58 are rej ected under 3 5 USC 1 03(a) m being unpatentable over 
Telle and to US Patent Hd/ 5,784,464. 

With reference to indep endexit claims 20, 2<v an d 55 , it is respectfully submit ted that 
neither Tello nor Afeiyarna, alone or in combination, teaches or suggests certain claimed 
features. 

hi particular, neither reference^ alone or in combination, teaches or suggests the 
claimed 
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features of a "seeam id^^ "lime identified nor a verifier comprising "a 

time verifier c oupled to the memory and configurable to verify that the received time 
identifie r falls withm acceptable time tolerances " (enrphasis added) as claimed in independent 
claim 20 and similarly claimed in independent claims 26 arid 55. hi addition, neither 
reference teaches or suggests a memory having "time tolerance iofbrmatioTr ,, as explicitly 
claimed in claim 20. 

Tello does not teach a secure identifier comprismg a time identifier fer si^staiitially 
the same reasons as given ahove vis a vis independent claims 1 , 15, and 44, Nor does Tello 
teach the claimed features of "time verifier .... to verify that the received time identifier lalls 
within acceptable time tolerances " as. claimed in independent claim 20 and similarly claimed 
in independent claims 26 and 55. On page 1 1 of the Final Office Action, the examiner alleges 
that cot % lines 58-61 of Tello teaches such a claimed time verifier. However, in those 
portions Of Tello, as recogii^ed by the exami ner in the office action, Tello merely teaches that 
the security engine mi6n>proces$or controls virions interrapts, such as the computer GPU, 
reset, etc. It is respectfiilly submitted that such a teaching cannot be reasonably to 
teach a 'lime verifier" as claimed, 

AMyama does hot care these deficiencies of Tello. The examiner relies upon 
Akiyama to allegedly teach "time teil^^ce infonnMion" and relies upon key update timer 17 
of Akiyania in support thereof In Akiyarna, the key update timer 17 m a timer for regidating 
a timing o f processing in the key update processing tmit upon to teach 

time tolerance information nor the manner in v^hieh the time tol erance information is used iti 
independent claims 20 ? 26, and 55. 

Dependent claims 3 ? 21-25, 27-29., and 56-58 are allowable at least for the reasons 
given above an view of their dependency from their respeciiv e parent claims. 
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In addition, with resp€€t to dfep€o<ie«t claims 24 ? 28 s and 57, it is respectfully 
submitted thatTelio does not teach or suggest tha additional features of therein the 

secure identifier is emitted as an audible tone '" (emphasis added). 

In addition, with respect to dependent claims 25, 29, and 58, it is respectfully 
submitted that Tello does mt teach or suggest the additional ctaimed^ fe^ the 
secure identifier is ernitted as an optical si maF v (empiasis added). 

In those portions of Tello relied upon by the examiner in the Final Office Action, 
Tello does not teach nor suggest emitting a secure identifier m either an audio tone or an 
optical signal, as explicitly re^ by the respective dependent Claims, 



(AMENDMENTFORM.VBIlt .0^04/30/04) 



Attorney Docket No, Q 10027 



CONCLUSION 



In light of the amendments contained herein. Applicants submit that the application is 



in condition ibr allowance, for which early action is requested. 

Please charge any Fees or overpayments that may be due with this response to Deposit 
Account No. 17-0026. 



QUALCOMM mcorporated 

Attn: Patent Department 

57 75 Morehouse Drive 

San Diego* California 92121-1714 

telephone: (858)658-5787 

Facsimile: (85 8)658-2502 



Respectfu lly sub mi tted, 





David J. Huifper; Reg. No. 56,77 1 
For W. Chris Kim, Reg. No. 40,457 
(858) 651-6295 
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